The growing dependence of operational
processes and resources on IT systems
and networks puts an increasing emphasis
on security precautions. The most efficient
and economic approach is provided by
security infrastructure that can be accessed
and used by all applications involved.
Public Key Infrastructure (PKI) is presently
one of the most common and most secure
solutions available. In addition to key and
certificate management, PKI adds the fol-
lowing vital functions to your systems and
applications:

Confidentiality

PKI uses the mechanisms of asymmetric
encryption to prevent unauthorized third
parties from gaining access to your data
and protects your data against manipulation.

Authenticity

Authenticity allows verification of the identity
of users and component or the origin of
data. Users are reliably identified through
their associated authentication data.

Integrity
Integrity of your data requires protection
against unauthorized changes. Integrity
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failure can be the result of transmission Key benefits
errors or deliberate attacks aimed at Low operating costs thanks to auto-
modifying information during transmission. mated administration
Fully automatic certificate and key
Non-repudiation administration for all applications
Digital signatures verify the integrity and Reduced load on Help Desk and low
the origin (originator) of the data. They operating costs through user-friendly
guarantee the validity of data which operation
allows tracking back activities associated Increased level of security through
with data changes. centralized and generalized policy
down to application level
Examples of PKI applications Standardized authentication concept
Use of public networks, e.g. Internet, through PKl-enabling of company-
Intranet and Extranet as trusted network specific applications
environments Roaming functions for certificate-based
VPN Security logins into other systems
SAP R/3 Security Cost savings and process optimization
Remote LAN Access thanks to the integration of highly
WAP Security scalable central user management with
Portal Security role and authorization concepts
Chip card applications (e.g. authentica- Interoperability through commercially
tion, access control, payment) available standards (e.g. X.509 V3, PKIX)
Confidentiality of mails and data High flexibility and scalability
Security and validity of your workflows
and agreements Our reference

Installation of a complex PKI system
for over 70,000 users
Mircosoft PKI for secure email






