














Intrusion Detection & Prevention

Our Intrusion Detection complements
existing security measures. We can quickly
implement and support compliance
requirements. Furthermore, we provide
detection and protection procedures and
inform the customer about attacks.

Firewall systems guarantee basic security.
They allow only explicitly authorized data
traffic, but they cannot prevent harmful
accessing by viruses or hacker attacks.
With intrusion prevention systems we can
detect such attacks and repel them. The
early detection of intruders protects serv-
ers and applications against attacks from
inside the network. Besides stationary IT
systems we also provide security concepts
for mobile devices.

Security is better than the best attackers

Public Key Infrastructure: PKI

The most cost-effective way to achieve an
appropriate security level is with a central
security infrastructure which is standard
for all applications, such as a Public Key
Infrastructure (PKI).

A PKI facilitates highly secure encoding
mechanisms and ensures confidentiality.
At the same time, it serves as digital ID,
thereby allowing the identity of persons
and systems to be determined and veri-
fied to audit compliance. It also offers the
possibility of signing data digitally and thus
identifying the initiator of a document, an
activity or an e-mail beyond any doubt.

Identity Management

Our Identity Management System features
a fully automatic system administration
with uniform, consistent data management.
It reduces the administration workload,
making manual checks and redundant
data management things of the past. New
system platforms can be connected easily
and flexibly. The authentication of different
IT systems via a single log-in makes work
easier for the customer.

Secure Data Handling

With us, both the secure disposal of old
data media and their physical retrieval are
in competent hands. Old data media are
disposed of professionally, and sensitive
data are destroyed or lost data retrieved.



Active security —
security solutions for companies

At the core of the working partnership are Comprehensive security consulting
our consulting services, which begin with a Establishment of information security
comprehensive analysis of the security management systems (ISMS) accor-
needs and the corporate values to be pro- ding to common standards

tected. Based on this risk potential assess- Neutral and independent security
ment, we identify security gaps, work out analyses

solutions and implement them in the com- Risk potential assessment

pany. Staff training courses and regular Definition of security policies
security audits guarantee permanent secu- Conception and realization of custo-
rity for the customer. One particularly impor- mized security solutions

tant point: the individual security solution Public key infrastructure / trust center
can be adapted to new circumstances or consulting

extended at any time. Security audits

In order to design their processes optimally and reduce costs, companies need a reliable partner with IT com-
petence and in-depth knowledge of the industries and processes concerned. In addition to our infrastructure
services we provide customers from numerous sectors with the entire spectrum of IT services: from professional
consulting and the development of individual applications to the implementation of our own industry solutions,
the customizing of industry-specific software, and the supervision of the applications in routine operations.






